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The Need for Effective and Resilient Alert and Warning Systems

» Public alert and warning (A&W) systems are
being increasingly challenged by frequent
natural disasters, relying on interconnected
technologies that must function before, during,
and after emergencies.

= Alerting and warning systems need to keep
pace with cultural and technology trends to be
effective and resilient.

» The establishment and management of public-
private partnerships is key to achieving this
objective.
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Executive Order 13407 — Public Alert and Warning System

Executive Order 13407 is the basis for the creating the
integrated public alert and warning system (IPAWS).

Key Points of this Executive Order

= |t is the policy of the United States to have an effective,
reliable, integrated, flexible, and comprehensive system to
alert and warn the American people in situations of war,
terrorist attack, natural disaster, or other hazards to public
safety and well-being (public alert and warning system),
Integration with the public alert and warning system of
Federal, State, territorial, tribal, and local public alert and

warning resources.

» Through cooperation with the owners and operators of
communication facilities, maintain, protect, and, if
necessary, restore communications facilities and
capabilitiés necessary for the public alert and warning

system.

* |nclude in the public alert and warning system the
capability to alert and warn all Americans, including those
with disabilities and those without an understanding of the

English Language.

» Ensure that under all conditions the President of the
United States can communicate with the American people.
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Executive Order 13407—Public
Alert and Warning System
June 26, 2006

By the authority vested in me as President
by the Constitution and the laws of the
United States of America, including the Rob-
ert T. Stafford Disaster Relief and Emer-
gency Assistance Act, as amended (42 U.S.C.
5121 et seq.), and the Homeland Security Act
of 2002, as amended (6 U.S.C. 101 et seq.),
it is hereby ordered as follows:

Section 1. Policy. 1t is the policy of the
United States to have an effective, reliable,
integrated, flexible, and comprehensive sys-
tem to alert and warn the American people
in situations of war, terrorist attack, natural
disaster, or other hazards to public safety and
well-being (public alert and warning system),
taking appropriate account of the functions,
capabilities, and needs of the private sector
and of all levels of government in our Federal
system, and to ensure that under all condi-
tions the President can communicate with
the American




Executive Order 13407 — Implied Details

» This Executive Order implies the following:

» The public alert and warning system needs to be able to operate continuously
under all conditions including before, during, and after an adverse event.

» The establishment of multiple communication pathways is a key aspect needed
for resilient operation.

= The communication pathways will be privately owned and maintained, not
government owned. (This sets the stage for public-private partnerships).

= Communication methods should be adaptable to meet the diverse needs of end
users.
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IPAWS - Overview

* The IPAWS (Integrated Public Alert & Warning System) is a nationwide public-private partnership.

National Level

The NPWS Ecosystem:

Ensures President and FEMA
Administrator can broadcast
national warnings

Consists of 77 Primary Entry Point
(PEP) Stations
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The IPAWS-OPEN Network:

Consists of over 1,700 Alerting Authority
partners

Delivers over 600 WEA alerts/month
Saved 130+ children through AMBER
alerts

Delivered 720+ COVID-related alerts in
2020 and 2021

Figure 41: IPAWS-OPEN and National Public Warning System (NPWS) Architecture
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IPAWS Open - Wireless Emergency Alerts (WEA)

Types of Wireless Emergency Alerts

Presidential Alerts are a special class of alerts only sent during a national emergency.

Imminent Threat Alerts include natural or human-made disasters, extreme weather,
active shooters, and other threatening emergencies that are current or emerging.

Public Safety Alerts contain information about a threat that may not be imminent
or after an imminent threat has occurred. Public safety alerts are less severe than
imminent threat alerts.

America's Missing: Broadcast Emergency Response (AMBER) Alerts are urgent
bulletins issued in child-abduction cases. Rapid and effective public alerts often play a
crucial role in returning a missing child safely. An AMBER Alert instantly enables the
entire community to assist in the search for and safe recovery of the child.

Opt-in Test Messages assess the capability of state and local officials to send their
WEAs. The message will state that this is a TEST.

Designed to alert every switched-on phone with cell service across the U.S. at roughly the same time.
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US Cell Phone Usage Statistics

The vast majority of Americans — 98% — now own a cellphone of some kind. About nine-
in-ten (91%) own a smartphone, up from just 35% in the Center’s first survey of
smartphone ownership conducted in 2011.

Mobile phone ownership

% of U.S. adults who say they ouma ...

Americans check their phones 205 times 51.3% sleep with their phone at night. ] — Cellphone  — Smartphone

per day. 43.2% consider themselves “addicted” to
80.6% check their phones within the first 10 their phones.
minutes of waking up.

48.3% have never gone longer than 24

78.2% feel uneasy leaving their phone ] hours without their cell phone.

at home. 39.6% feel panic or anxiety when their

76% check their phones within five minutes phone battery goes below 20%.
of receiving a notification. 38.1% use or look at their phone while on

65.7% use their phone on the toilet. a date.

53.7% have texted someone in the 27% use or look at their phone while driving.
same room.

Cell phones represent a cultural trend that can be used to enhance alerting and warning systems.
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5G Cell Phone Radio Interfaces — Generic Example

mipi'a”iance g?s?;?nbg?agram

Application w Mass Storage

Processor

Wi-Fi/Bluatooth
Combe Chip

Power 1
Management \EIF g

Mobile Radio Signals —
(4G, 5G)

“The LFS (Universal Flash Stacaget specificathon from JEDEC uies the MIP M-PHY phiuzal Layor and MIPt UniPort M.

<+«—— GNSS RF Signals

NFC = Near Field Communications

<——— Wi-Fi / Bluetooth RF Signals

Consider all possible RF interfaces on a cell phone that could be used to improve IPAWS resilience.
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Operational Resilience Topics

= Resilient System Concepts

= Ability to detect, withstand, and recover from one or more adversities and maintain Mission
Critical Operation.

» Need to define adversities and where they apply.

= Continuity of Service — Maintain a minimum level operation under adverse conditions.
= Minimize or eliminate service outage intervals.

= Eliminate single points of failure.

» |dentify backup systems or modes of operation to address impacts due to one or more
concurrent failures.

= Ensure timely issuance, dissemination, and delivery of the alert or warning.

Protective
Action
nitiated (PAI

Protective Action

mplementalion
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The PACE Model and Resilience Concepts

MITRE

Primary System

L Alternate System

L Contingent System

mmmm— Demote PACE Level L

Emergency System
Promote PACE Level

The PACE model relies on a sequential promotion, demotion of end-to-end communication
system capabilities. The impact to the end-user (waveform, information, user equipment,
timeliness) may affect the overall effectiveness of the alerting/warning system.

©2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED.




Analysis of the Maui 2023 Wildfire A&W Issues

= A&W System Issues

= Two of the three A&W systems
rely on Commercial Infrastructure
(Power, Communications)

» Policy prevented the warning
sirens from operating

= User Equipment Issues

= Alert requires the civilian user to
hear the siren (Alerting tone only)

= Different UE are needed to
receive details about the alert.

= Cell phones cannot receive native
TV or radio broadcasts.

» TVs and some radios rely on

commercial infrastructure to operate.

» TVs and radios need to be operating
to receive an alert.

Human Based
A/W Decision

Maui A&W System

!

Sirens
Alerting System
(Audible)

Wireless Emergency
Alert
(Text)

TV/Radio
(Requires receiver to
be operating)

Disparate
Networked
Sensors

User Equipment

Audible (Ears)
Must be heard
by User

Cell Phone

TV/Radio Receiver
AM - FM - Cable -
Internet

Civilian A&W
effectiveness in
affected area
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5G Broadcast Using Cellular Band 108

5G Broadcast (Band 108): A technology utilizing cellular Band 108 that allows
both cellular and non-cellular operators to broadcast voice, video, text, pictures
or data directly to a cell phone or 5G enabled device (e.g., loT devices) — Per
FCC authorization.

User Access

= Devices receiving 5G Broadcast are not required to have a SIM card or
cellular subscription to receive with free-to-air broadcast signal.

Resilient Power
» Band 108 Cell phones and tablets operate on battery power.
Alerting and Warning Capability

» Optimized to transport data, video and audio securely over the mobile
frequency band to any 5G or newer cell phone

= Cellular operator compatibility — Cellular operators can transmit WEAs
= Alternate path for WEAs — Alternate bands to transmit WEAs to cell phones

» Low Power TV station (LPTV) coverage — Numerous LPTV stations maximize RF
coverage

= Support for audio or video alerts — Could be adapted to support NPWS to cell phones
= Security and Encryption — Supports advanced security and encryption features
= Smart Devices — Supports integration into lIoT smart devices

Band 108 Capabilities

% St %

Cellular Provider LPTV/TV Provider
=

American Public
with 5G enabled
devices

7

Audio, video, text or
picture messages

/L b Primary Power
V*' Source

5G Broadcast could enable new IPAWS pathways to mobile devices
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Proposed 5G Broadcast Use Cases

Network
Peak Load

5G Broadcast offload

This use case is also called mixed-mode multicast and is
supports the dynamic reconfiguration of the mobile
network by simultaneously using supporting band 108
(broadcast) and other 3GPP bands (unicast). Applications
include robust video playback user experience.

Venue Casting tobrmadeast S F2Dynamic swiching
This use case overcomes the limitations of the 5G network
to simulations connect to an unlimited number of users
requiring high bandwidth and low latency at a venue (e.g.,
sporting events, conventions). Could also be used to
disseminate emergency alerts at these venues.

Mobile TV to Cell Phones

This use case supports the broadcast of video content
directly to cell phones. Currently being used by the Low
Power TV industry (LPTV) to broadcast video and other
services.

Coverage

60km ~ 37 miles - HPHT — High Power High Tower

3km ~ 1.8 miles
Emergency Alert Notifications ~ 200m for ‘ " A
g y millimeter wave

This use allows the broadcast of alerts directly to cell
phones without the need to connect to a cell tower.
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3GPP Band 108 and Channel Assignments

RF Channels 14 - 36 6 MHz BW/Channel
July 1952 to present

RF Band-
_IChannel |[MHz|_width_|

14 | 473 |470-476 Not Included in Band 108

15 479 |1476-482 E e

annels 37 -
16 482-488 Being Phased-out
17 488-494 July 1952 to

18 494-500 RF Band- Cell
19 500-506 _Clanﬂel Mﬂz wﬂth_ Eetu_voti

20 506512 608-614 Reserved
21 512518 614-620| 5G NR
22 518-524 620-626 | 5G NR ||
= i 626-632 | 4G/5GR

Band 108 24 Caal 632-638 | 5C NR
25 536.542
538.644| 56 NR

470MHz-689 MHz T
>7 548554 644.650 | 5G NR
28 554-560 650-656 | 5G NR
29 560-566 556-662
30 566-572 662-668 [ 5G NR
il i e 668674 | 5G NR
22 il 674680 | 5G NR
33 584-590
= T 580-686 | 56 NR
35 506-602 LS50 686-807.L 4G/56 =L

36 [605|602-608 695 | 692698 | 4G/G
_23RF Channels__ __ 14 RF Channels

Television Broadcast Frequencies (otadtv.com)
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Proposed IPAWS Notification Pathways with

Distribution Network

NPWS
== AM Radio
ooo E —————————————
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OO0 [ - - - ——— | —— — ’ -
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ooo ~ =~
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(( ))) WER , N
Ve Bang 104
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Internet & other traditional pathways
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WEA over Cellular
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User Equipment

CAR E}ﬂ
\QO\
ATSC 3.0
R
: o7 [Aﬂ]
'
Mobile
Device

Band 108

Usage

Declining use by
American Public. AM
radio being phased out
of cars.

Limited usage mostly in
newer cars.

Not compatible with
ATSC1.0 and requires
an antenna to receive
over the air signals.

loT devices using 5G
currently exist.

Ubiquitous, used and
owned by over 97% of
American Public.

Effectiveness

Unable to alert and
comply with EO 13407.

Unable to alert if radio
is off and unable to
comply with EO 13407.

Patent and legal issues
may limit usage to
high-end and large TV
displays.

Warning capabilities
can be integrated with
smart homes and
include public displays
(digital billboards).

Capable of receiving
both IPAWS-OPEN
and NPWS over 2
bands and IPAWS-
OPEN over a 3 band
and EAS over the
internet.




Other Technology Considerations
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Non-Terrestrial Network Options for Cellular Services

Section 4.7 Non-Terrestrial Network Architecture Options

; | - I

NGu [ NGB  —— [ Relay NGE ¢ oma
gNB NGe ———( 2= ) m : m— (=)

Figure 4.7-1: NTN featuring an access network serving UEs and based on a satellite/aerial with bent Figure 4.7-3: NTN featuring an access n_el.work se_rving Relay Modes and based on a satellite/aerial
pipe payload and gNB on the ground {Satellite hub or gateway level) with bent pipe payload

gNB - 5G base station NGC — Next Generation Core Relay node: Relay of Uu radio interface. The relay
RAN - Radio Access Network UE - User Equipment (e.g., cell phone) function can take place at Layer 1, 2, or 3.

NGB —_— T
L e % Relay
UE NGC () ik

Figure 4.7-2: NTN featuring an access “Emrznsﬁ':;'r‘g UEs and based on a satellite/aerial with gNB Figure 4.7-4: NTN featuring an access network serving Relay Nodes and based on a satellite/aerial

with gNB

3GPP TR38.811 V15.4.0 (2020-09)

These satellite-based 5G scenarios still rely on terrestrial infrastructure to operate.
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Galileo Emergency Warning Service (EWS)

on-demand broadcast of alert messages and associated guidance to affected
population in minutes

- Galileo Emergency Warning Service (EWS) sevseco [ (Dsram
@

ﬂl’he Galileo Emergency Warning Service (EWS) is a \
function which is able to alert specific areas

O EWS Authorised worldwide of current or impending emergency events

Data Providers affecting them.
'a 1. Authorised Data Providers (e.g. national civil

protection authorities) submit service requests
to the EWS processing component (EWS-
PC).

. The Galileo system then sends corresponding

Emergency Warning Messages (EWMs) via

the Galileo Open Service (E1B/ES) to specific
areas and during a determined period of times,

@ both specified in the service requests.
‘,.\\“:?;‘3 . End Users with EWS capable equipment receive
.- - D €. * the Emergency Warning Messages, but only

e Q@f{}; S those within the specific area display the alerts.

EWS Processing Gali The Galileo system acknowledges the good
s alileo i f
Component + Galileo 3 dissemination of alerts back to the EWS-ADPs.
Satellites
Ground Segment

Send emergency warning
messages embedded in Navigation
data to a specified area

EWS-PC - Emergency Warning Service Processing Component,
EWS-ADP - EWS Authorised external Data Provider EWS

EWM - Emergency Waming Message y
Receiver EWS
Receiver

based EWS is only available to EU
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ATSC 3.0 NextGen TV

= ATSC 3.0 (NextGenTV) — EAS messages can be sent over the air via the ATSC 3.0 wireless
broadcast network to fixed devices (e.g., TVs) that have a compatible receiver and antenna.

= Coverage:

= One pathway: ATSC 3.0 limited to broadcast video over the air to ATSC 3.0-compatible
devices with an antenna.

= Coverage limited to terrestrial infrastructure (no satellite).

= ATSC 3.0 broadcast range is targeted at 80% of the U.S. population.
= User Access

= ATSC 3.0 user equipment tends to be large and not mobile.
» Resilient Power

= Most ATSC 3.0 receivers require commercial AC power; broadcast towers may or may not
have resilient power options against High Altitude Electromagnetic Pulse (HEMP).

* Industry Support / Adoption
= Wireless carriers view ATSC 3.0 as a competitor for the streaming content market.

» Due to hardware incompatibilities and patent disputes, cell phone chip manufacturers may
not integrate ATSC 3.0 support into their chipsets, meaning reducing ability to support
IPAWS coverage needs.

ATSC 3.0 provides an additional, limited distribution pathway for IPAWS.
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Conclusions

» Effective, resilient, and timely alert and warning systems must consider the entire
communication chain including the user equipment and notification of the end user.

= By following the PACE communications model, the Emergency layer should be designed
to be resilient to all possible adversities.

= Public-private partnership engagement is an ongoing process needed to address
advancements in technology, cultural trends, and enhancements in AWS.

» These partnerships should include networks and communication pathways as well as
resilient user equipment that can securely receive alerts and warnings simultaneously
from multiple pathways.

= Alerting and warning systems should comply with industry standards and regulations
to enable widespread adoption and encourage innovation.

» Partnerships to improve situational awareness are also needed to reduce time to alert.

» Effective and resilient A&W systems can be achieved through public-private
partnerships that promote the dissemination, integration, and use of Band 108
with mobile devices.
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